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IT Acceptable Use Guideline

Purpose

The purpose of this guideline is to ensure the appropriate and responsible use of Metavision
Institute's IT resources, including computers, networks, email, and internet services, to protect the
integrity, confidentiality, and availability of our information systems. Metavision Institute is committed
to ensuring IT resource usage aligns with cybersecurity best practices and higher education
regulations.

Scope

This guideline applies to all employees, contractors, consultants, temporary staff, and other users
of Metavision Institute's IT resources.

This guideline applies to all electronic communications which make use of resources, infrastructure
or equipment of Metavision Institute accessible to you when you are at any venue where Metavision
Institute business activity is carried out, whether or not you are actually performing work or study at
the time, or at any place while performing work or study related to Metavision. It also applies to
monitoring of use of electronic communications when you are not at Metavision performing work or
study, but where the monitoring is computer surveillance of your use of equipment or resources
provided by or at the expense of the Institute.

Relevant TEQSA Threshold Standards

This policy aligns with the requirements of sections:

¢ HESF Domain 7: Representation, information and information management
o 7.3 Information Management

¢ HESF Domain 2: Learning Environment
o 2.1 Facilities and Infrastructure

Policy
1. Acceptable Use:

A. Users are permitted to use Metavision provided IT resources for study and job-related
activities, including accessing email, conducting research, and using Organisational
software for the purposes of communication with staff, students or related outside
organisations (for example, placement hosts), project management, submitting
assignments and completing coursework.

B. Accessing the World Wide Web for personal purposes. Purchasing products or services via
the internet is not prohibited but the Institute accepts no liability for risks or costs associated
with any use of the internet for making purchases of any sort.

C. Utilising any other electronic communications service or protocol for personal purposes,
after obtaining permission to do so from the CEO or IT Manager.

D. Any personal use within normal business hours or during scheduled classes must be
moderate in duration. Any personal use must not incur significant cost for the Company and
must not interfere with your employment/study duties or those of any other person.

E. All users must complete annual cybersecurity training to ensure they remain informed on
responsible IT usage and security risks.
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2. Unacceptable Use:

A. Users must not engage in activities that intentionally bypass IT security controls, such as
VPN tunneling to access restricted content or disabling endpoint protection software.

B. Unacceptable use includes, but is not limited to,

i. Unauthorised access to Metavision or other systems, downloading illegal or
unlicensed software,

ii. using IT resources for personal financial gain,

iii. engaging in activities that compromise network and data security.

iv. excessive personal use within normal business hours or scheduled classes.
v. personal use that incurs any significant cost for the Institute.

vi. personal use that interferes with the employment duties of the employee or study
activity of the student, or any other person.

vii. personal commercial purposes.

viii.making our infrastructure available for third parties to use without the permission
of the CEO or IT Manager.

ix. sending Spam within the meaning of the Commonwealth Spam Act 2003 (Spam).
X. subscribing to or accessing external email services or personal email accounts.

xi. disseminating confidential information of the Company or of any customer of the
Company.

xii. any illegal activity or purpose.

xiii. knowingly or recklessly causing interference with or disruption to any user of any,
or to any, network, information service or equipment.

xiv. disseminating any personal information (within the meaning of the Privacy Act
1988) of any officer, employee or customer (or an officer or employee of a
customer) of the Company without consent.

xv. sending or otherwise knowingly or negligently causing any other person to view
content that may render the Company liable as a result, whether pursuant to
equal opportunity, sex or racial discrimination or any similar legislation or other
law, including defamation, racial vilification, misleading and deceptive conduct
or any other law, at the suit of that person.

xvi. knowingly downloading or requesting software, media files, data streams or other
content or information that a reasonable person believes will use a greater
amount of network bandwidth than is appropriate or that are, or any copy is
likely to be, infringements of the rights of any person (including intellectual
property rights).

3. User Responsibilities:

Users must immediately report suspected security incidents to the IT Manager and
cooperate in cybersecurity investigations. Users are also required to abide by the Code of
Conduct and Shared Responsibility, especially in regard to normal standards of
professional and personal courtesy and conduct.

A. Users should ensure that when they share or make available any information
contained within Ml IT systems, sharing permissions are restricted to the lowest
appropriate level, and take steps to ensure that data is not made available to
unauthorised users.
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4. Record keeping:

Electronic communications and electronic records are no different to paper documents
and records and are important parts of our business records. They are subject to the same
laws and record keeping requirements as our other documents and records. Accordingly,
you are responsible for ensuring that your electronic communications and all other
electronic records are recorded and stored in accordance with the Institute’s document
management procedures and policies, including Information Management and Security
Policy, Records Management Policy and Privacy Policy.

All IT communications must be retained according to the Records Management Policy for
a minimum of seven years.

5. Personally Owned devices:

A. Users may use a personally owned device to access Institute IT facilities on the
following terms:

i. All personally owned devices used for work or study must meet security standards,
including encrypted storage and device management compliance;

ii. users may not connect to a wired network port without authorisation;
ii. all software have the latest updates applied

iv. use security software and configure security features such as firewall and anti-virus.

6. Social Media (staff):

A. Communications made with respect to social media should be made in compliance with
all applicable policies.

B. Personnel are personally responsible for the content they publish online except for
postings authorised by the Marketing Manager or CEO on Institute platforms (for example,
the company Facebook page).

C. Creating any public social media account intended to represent Metavision Institute,
including accounts that could reasonably be assumed to be an official Metavision Institute
account, requires the permission of the Metavision Institute Marketing Manager.

D. When discussing Metavision Institute or Metavision Institute -related matters, you should:
i. Identify yourself by name,
ii. Identify yourself as a Metavision Institute employee, and

iii. Make it clear that you are speaking for yourself and not on behalf of Metavision
Institute, unless you have been explicitly approved to do so.

Personnel should not misrepresent their role at Metavision Institute.

F. When publishing Metavision Institute-relevant content online in a personal capacity, a
disclaimer should accompany the content. An example disclaimer could be; “The opinions
and content are my own and do not necessarily represent Metavision Institute’s position or
opinion.”

G. Content posted online should not violate any applicable laws (i.e. copyright, fair use,
financial disclosure, or privacy laws).

H. The use of discrimination (including age, sex, race, color, creed, religion, ethnicity, sexual
orientation, gender, gender expression, national origin, citizenship, disability, or marital
status or any other legally recognized protected basis under federal, state, or local laws,
regulations, or ordinances) in published content that is affiliated with Metavision Institute
will not be tolerated.
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I. Confidential information, internal communications and non-public financial or operational
information may not be published online in any form.

J. Personal information belonging to students may not be published online.

K. Personnel approved to post, review, or approve content on Metavision Institute social
media sites must follow the direction of the Marketing Manager.

L. All official Metavision Institute social media accounts must be managed by authorised
personnel, with two-factor authentication enabled for security.

7. Monitoring:

The Organisation reserves the right to monitor, inspect, and disclose all usage of IT
resources without prior notice. Electronic communications are not private. In the course of
delivery, an electronic communication may pass through multiple servers or other
infrastructure outside the control of the Institute and may be viewed or copied by third
parties. Care must be taken in forwarding information or documents out of our systems,
so that they are sent in accordance with our policies.

A. Communicating externally about aspects of the Institute, its operations or customers or
information of our customers/clients or copying or removing files or data that are
confidential or subject to other restrictions on disclosure is absolutely prohibited and is
grounds for disciplinary action, including immediate termination, and other legal action. As
an employee or student you may have access to personal information about other Institute
employees and students. Confidentiality of that information must be maintained.
Communicating internally about the personal information of other Company employees and
students is absolutely prohibited unless for the purpose of carrying out your duties in the
course of your employment or study.

B. Our professional obligations to our students, business partners and employees require
adequate security protection between internal systems and customers' external electronic
communication systems. This requires monitoring of electronic communications.
Monitoring is also necessary to help manage our resources, including bandwidth, in an
appropriate and cost effective manner and to ensure compliance with all other legal and
regulatory requirements. Monitoring is also used by the Company to check compliance
with this policy (and our other policies), and to undertake investigations if the Company
has cause to believe this policy has been breached and to obtain evidence of unauthorised
or unlawful activity.

C. The Company has a system of continuous and ongoing monitoring by means of software,
hardware or other equipment that records the information, input or output or other use of
our computer and communication systems and programs including the sending and
receiving of emails and accessing of internet websites.

D. This monitoring includes:

i.(b) Generation of detailed user logs, including information in relation to employees'
use of the internet, email addresses of those with whom employees have
communicated and other information relating to use of our facilities, equipment
and infrastructure in relation to electronic communications. These user logs are
accessible to the network administrator, the Chief Information Officer and the
General Manager.

ii.(c) Filtering devices to detect and block inappropriate electronic communications
including incoming executable files.

ii.(e) Workflow management and reporting by user and by document or file,
including details of when documents are created, accessed or modified and the
identity of the user.

iv.(f) The Company may also engage in real time surveillance of electronic
communications use. Unless required by law, we may undertake any monitoring
without any further notification to any employee that monitoring is occurring.
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E. You also need to be aware that:

v.(a) The network administrator can and is authorised to access any area, files and
electronic communications on our network, even those that are password
protected.

vi.(b) All files, data and electronic communications are routinely subject to backup.
Backups of data and systems are retained by us for periods up to 12 months.
Backups may be accessed at any time for the purposes of monitoring the use of
our computer and electronic communication systems and programs.

F. Monitoring of IT systems will be conducted in compliance with privacy laws, and user data will
only be accessed when legally justified or necessary for security investigations.

8. Privacy:

Access to sensitive data will be granted on a need-to-know basis, and all data must be stored
in encrypted formats where applicable. You are bound by privacy law and ethical practice to
keep that personal information confidential. You cannot use or disclose that information to any
person except for the purposes of carrying out your duties as an employee or for administering
the Company's products and services directly to the person whose information is collected.
These obligations extend to all information collected by means of electronic communications.

A. You must take all reasonable steps to protect the personal information the Company
collects from misuse, loss, unauthorised access, modification or disclosure, especially as
required in the Privacy Policy and Information Management and Security Policy.

9. Consequences of Violation:

A. Violations of this guideline may result in disciplinary action, up to and including termination
of employment, academic disciplinary processes including exclusion, as well as potential
legal action.

B. Responsibility for use of electronic communications that does not comply with this policy
lies with each employee or student. It is a condition of your access to our facilities,
equipment and infrastructure necessary for electronic communications that you indemnify
us for any direct loss and reasonably foreseeable consequential losses suffered by the
Company as a result of any breach of this policy by you.

C. Ifthe alleged breach is of a serious nature, that amounts to a breach of your duty of fidelity
to the Company (for example, emailing our confidential or proprietary information or a
customer's confidential or proprietary information to a competitor or a potential competitor),
you must be given an opportunity to be heard in relation to the alleged breach. If the
serious breach of this policy is admitted or clearly established to the satisfaction of the
CEO, the breach may be treated as grounds for immediate dismissal.

D. In all other circumstances, an alleged breach of this policy will be dealt with in accordance
with our disciplinary processes and procedures.

E. If you have any questions in relation to this policy or its application please contact the IT
Manager.

F. Severe breaches involving cybersecurity risks may result in criminal investigation under
the Cybercrime Act 2001 (Cth).

10. Acknowledgment:

All users must submit an acknowledgment form indicating that they have read, understand
and agreed to abide by this IT Acceptable Use Guideline as well as related policies.

Users must complete an IT Acceptable Use Agreement annually to reaffirm understanding
and compliance with policy updates.
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Responsibilities

Users: Abide by the above guidelines and the conditions contained in related

documents. IT Manager: oversee and monitor IT systems for Unauthorised access.

Definitions

Word/Term

Definition

IT Resources

Equipment, software, networks, and other technologies provided by the
company for use in work or study.

World Wide Web The portion of the internet that can be accessed through web browsers,
consisting of websites and online services.
Electronic Methods and systems for transmitting data electronically, including email,

Communications

messaging services, and other communication tools.

Unauthorised Access

Gaining access to systems, data, or networks without permission.

Spam

Unsolicited, usually irrelevant or inappropriate messages sent over the
internet, typically to a large number of users.

Personal Information

Information or an opinion about an identified individual, or an individual
who is reasonably identifiable.

Electronic Records

Digital documents and communications that are used as part of the
Organisation's business records

Personally Owned
Device

A device owned by an individual rather than the Organisation, used to
access the Organisation's IT resources.

Social media

Websites and applications that enable users to create and share content
or participate in social networking.

Confidential Information

Sensitive information that is not public and must be protected from
Unauthorised access or disclosure.

Backup

A copy of data made to ensure that it is preserved in case of equipment
failure or other catastrophe.

Related Documents

Category Documents

Policy Privacy Policy

Policy Information Management and Security Policy

Policy Records Management Policy

Policy Student Code of Conduct and Shared Responsibility Policy
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